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Ordlista

Anlaggningstillgangar Tillgangar som &r
avsedda att stadigvarande anvéndas i féren-
ingen.

Avskrivning Nar en anskaffningsutgift for
en tillgang inte kostnadsfors direkt utan pe-
riodiseras, dvs fordelas pa sa manga ar som
ar den berdknade ekonomiska livslangden.

Balansrakning En sammanstallning 6ver
féreningens tillgangar, skulder och eget
kapital.

Forvaltningsberattelse Del i arsredovis-
ningen dar styrelsen redovisar verksamhe-
ten i text.

Inre reparationsfond Fond avsedd fér utgif-
ter for reparationer i en bostadsrattslagen-
het.

Insats Den kapitalinsats som bostadsrattens
férsta dgare gjorde.

Kapitaltillskott Da féreningens medlemmar
betalar mer insatser. Detta kan goras foér
att t.ex. betala av pa féreningens lan eller
reparera huset. Tillskottet kan anvandas for
att minska reavinstskatten.

Kortfristiga skulder Skulder som forfaller
till betalning inom ett ar.

Likviditet Foreningens betalningsférmaga
pa kort sikt.

Langfristiga skulder Skulder som forfaller
till betalning efter mer &n ett ar.

Omséttningstillgangar Tillgangar som &r
avsedda for omséttning eller forbrukning.

Resultatrékning En sammanstéllning pa
féreningens intakter och kostnader under
rakenskapsaret.

Soliditet Foreningens betalningsférmaga pa
lang sikt.

Underhallsfond Fond fér framtida repara-
tioner och underhall som féreningen gor
avsattning till arligen. Storleken pa avsatt-
ningen styrs dels av stadgarna dels av ars-
stamman. Kallas &ven yttre reparationsfond.
Fonden innehaller dock inga pengar.

Upplupna intdkter Intdkter som tillhor
rakenskapsaret men dar faktura annu ej
skickats eller betalning erhallits.

Upplupna kostnader Kostnader som tillhor
rakenskapsaret men dar faktura annu ej
erhallits eller betalning gjorts.

Upplatelse Sker da en bostadsratt skapas
forsta gangen vid nyproduktion eller om-
bildning.

Upplatelseavgift En avgift som féreningen
kan ta ut tillsammans med insatsen nar

en bostadsratt upplats. Tas ibland ut om
féreningen upplater en bostadsratt forst da
féreningen har varit igang en tid.

Upplatelseavtal Det avtal som skrivs mellan
féreningen och bostadsrattens képare da
bostadsratten kops for férsta gangen.

Arsavgift Avgiften som bostadsrattsagare
betalar till féreningen for att tacka férening-
ens kostnader.

Arsstamma Foreningens hdgsta beslutande
organ.
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Styrelsen for Brf Solna Oxeln 5, med séte i SOLNA, far hdrmed avge érsredovisning for rikenskapsaret
2023. Uppgifter inom parentes avser foregaende ar.

Arsredovisningen #r upprittad i svenska kronor, SEK.

Forvaltningsberittelse

Verksamheten
Allmdnt om verksamheten

Foreningen &r ett privatbostadsforetag enligt inkomstskattelagen (1999:1229), dvs dkta
bostadsrittsforening. Foreningens dndamal ar att frimja medlemmarnas ekonomiska intressen genom att
i foreningens fastigheter uppléta bostadsldgenheter och lokaler med nyttjanderétt och utan
tidsbegransning. Upplatelse far d&ven omfatta mark som ligger i anslutning till foreningens hus, om
marken skall anvdndas som komplement till bostadsldgenhet eller lokal.

Foreningens stadgar
Foreningens géllande stadgar registrerades hos Bolagsverket 2000-12-29.

Foreningens fastighet
Foreningen forvirvade fastigheten Oxeln 5 1 Solna kommun 2001. Anskaffningskostnad uppgick till

27186 116 tkr.

Foreningens fastighet bestar av ett flerbostadshus i fem viningar med totalt 23 bostadsritter,
samt tre lokaler. Den totala boytan dr 1 842 kvm och lokalytan 365 kvm Foreningen disponerar 8
parkeringsplatser.

Ligenhetsfordelning:
1 st 1rum ochkok
6 st 2 rum och kok
9 st 3 rum och kok
3 st 4 rum och kok
4 st 5 rum och kok

Fastighetsforsékring
Fastigheten ar fullvirdesforsikrad hos TryggHansa.

Gemensambhetsanldgeningar
Foreningen dr medlem i samféllighetsforeningen Kvarteret Oxeln Solna, foreningens andel &r 13%.
Samfélligheten forvaltar innergérden kvarteret Oxeln, Solna.

Fastighetsavgift/Fastighetsskatt

Foreningen erldgger full kommunal fastighetsavgift vilken 2022 uppgétt till 1 519 kr per ldgenhet,
beloppet indexeras arligen. Fastighetsskatt for lokaler dr for narvarande 1 % av taxeringsvarde for
lokaler.

Fastighetens taxeringsuppgifter
Taxeringsvardet ar 62 101 000 kr, varav byggnadsvéardet ar 25 262 000 kr och markvérde 36 839 000 kr.
Virdeéar ar 1948.
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Ekonomisk férvaltning
Foreningen har avtal om ekonomisk foérvaltning med Fastum AB.

Teknisk foérvaltning
Teknisk forvaltnings sker i egen regi. Fastighetsskotsel utfors av ADB Fastighetsservice.

Ekonomisk plan
Styrelsen har uppréttat ekonomisk plan for foreningens verksamhet som registrerats av Bolagsverket
2001-08-30.

Arsavgifter
Arsavgifter tas ut fran foreningens medlemmar for att ticka foreningens 16pande utgifter for drift och

underhall av féreningens fastighet, rantebetalningar och amorteringar av féreningens fastighetslan samt
fondering av medel for framtida underhall enligt av styrelsen framtagen underhéllsplan. Arsavgiften
uppgar till 530 kr/kvm boyta per ar.

Avsittning till yttre fond
Avsittning till yttre fond ska ske arligen med minst 0,3% av foreningens taxeringsvirde.

Underhéllsplan
Foreningen har en aktuell underhéllsplan.

Foreningens fastighetsldn
Kreditinstitut, rdntekostnader fastighetslan och réntederivat framgar av not.

Styrelse
Styrelsen har efter ordinarie foreningsstimma 2023-05-30 haft f6ljande sammansittning:
Ledamoéter Lennart Hannu ordforande
Oliver Haberler sekreterare
Anders Nordkvist
Billy Ekholm
Julia Kusulko
Suppleant Matts Gustavsson

Helene Amundsen

Foreningens firma tecknas, forutom av styrelsen, av styrelsens ledamoter tva i forening.
Styrelsen har under aret haft 8 protokollférda sammantraden.
For styrelsens ledamoter finns ansvarsforsikring tecknad med TryggHansa.

Revisorer
Révisor AB

Valberedning
Lotta Hannu

Mattias Holmstrom
Jonas Kolsrud
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Visentliga hindelser under rikenskapsdret
Verksamhetsaret 2023 var husets ett hundraelfte och foreningens tjugofjarde

Foreningen har under 2023 haft en storre styrelse dn tidigare ar vilket underlattat de aktiviteter som
genomforts.

Det ekonomiska ldget, med hoga energipriser, hog inflation och hojda riantor har fortsatt att paverka
foreningen. Under &ret har vi fortsatt att f6lja utvecklingen for att kunna gora avvigda beslut kring
foreningens ekonomi. Styrelsen har gjort beddmningen att endast en liten hojning av avgifterna har
varit nddvéndig men marginalerna ar fortsatt smé och 0kar kostnaderna ytterligare gar det inte att
utesluta ytterligare hojningar.

Dagens situation har ocksé gjort det dnnu viktigare att féreningen har en bra plan for framtiden och da
framfor allt underhallsplanen. Aven foreningens skuldséttning och amortering av befintliga 1an ar
viktigt for foreningens ekonomiska stabilitet. Under aret har foreningen darfor gjort en amortering av
lanen pa 900 000 kr.

Vidare har vi:

* Amorterat 900 000 kr pa foreningens 14n

* Installerat kanalisering for nytt fastighetsnét

* Upphandlat installation av fiberbaserat fastighetsnit for bredband och TV

* Tecknat avtal for bredband och TV med Stockholms stadsnét respektive Allente.
Béde bredband och TV ingar nu i avgiften som dirfér hojts med 100 kr i ménaden.

* Uppdaterat stadgarna vilka antogs pa arsstimman 2023-05-30 och 2023-10-30

* Installerat brandvarnare pa vinden

* Reparerat takfonster

* Reparerat kodlas

* Reparerat dldre balkongddrr

* Bytt rotskadade dorrfoder pé dorrarna mot gérden

* Genomfort stddning av trapphusen inklusive fonsterputs

* Hanterat byte av hyresgést av en lokal

* Hanterat lokalhyresgést som hamnat pé obestand

* Utrett ett eventuellt byte av fonster och dorrar till lokalerna

* Tagit fram ett forslag till forbéttrad ventilation

* Atgirdat stopp i avloppet tva ginger

* Atgirdat problem med belysningen i trapphusen
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Medlemsinformation
Foreningen hade vid arsskiftet 36 (37) medlemmar. Under aret har 2 (1) dverlatelser dgt rum. Ingen
medlem har beviljats andrahandsuthyrning.

Flerarsoversikt (Tkr) 2023 2022 2021 2020
Nettoomséttning 1 697 1720 1 498 1 460
Resultat efter finansiella poster 55 224 69 -350
Soliditet (%) 77,34 75,17 74,80 74,84
Arsavgift per kvm upplaten med

bostadsritt (kr/kvm) 530 530 515 500
Skuldséttning per kvm (kr/kvm) 3195 3679 3715 3739
Skuldsittning per kvm upplaten

med bostadsrétt (kr/kvm) 3 828 4 408 4451 4 480
Sparande per kvm (kr/kvm) 205 322 212 276
Réntekénslighet (%) 7,23 8,32 8,65 8,97
Energikostnad per kvm (kr/kvm) 187 183 183 165
Arsavgifternas andel i % av totala

rorelseintdkter 57,50 56,72 63,28 63,03

Fr.o.m AR 2023 ir det 7 st nya nyckeltal som #r obligatoriska i Arsredovisningen enligt BFN 2023:1.
For att kunna jamfora 6ver ar ér tidigare &r omréknade.

(K2-foreningar har fortsatt krav pa nyckeltalen; Nettoomsittning, Resultat efter finansiella poster och
Soliditet)



Brf Solna Oxeln 5 5(15)
Org.nr 769606-1188

Nettoomséttning
Rorelsens huvudintékter, fakturerade kostnader, sidointdkter samt intéktskorrigeringar.

Resultat efter finansiella poster
Resultat efter finansiella intdkter och kostnader, men fore extraordinéra intdkter och kostnader.

Soliditet (%)

Eget kapital i relation till balansomslutning.

Arsavgift/kvm uppliten med bostadsritt (kr)
Foreningens totala arsavgifter dividerat med total yta upplaten med bostadsritt.

Skuldsittning/kvm (kr)
Foreningens totala fastighetslan dividerat med total yta av foreningens fastighet.

Skuldséttning/kvm upplaten med bostadsrétt (kr)

Foreningens totala fastighetslan dividerat med total yta upplaten med bostadsratt.

Sparande/kvm (kr)

Justerat resultat (4rets resultat + arets avskrivningar + arets utrangeringar + kostnadsfort planerat
underhdll + vésentliga kostnader som inte &r en del av den normala verksamheten visentliga intdkter
som inte dr en del av den normala verksamheten) dividerat med total yta av foreningens fastighet.

Réntekédnslighet (%)
Foreningens réntebdrande skulder dividerat med totala arsavgifter.

Energikostnad/kvm (kr)
Foreningens kostnader for el, uppvarmning, vatten dividerat med total yta av foreningens fastighet.
Kostnad for medlemmarnas egen elforbrukning ingér ej i arsavgiften.

Arsavgifternas andel av totala rérelseintikter (%)
Foreningens &rsavgifter dividerat med totala rorelseintékter.
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Foriandringar i eget kapital

Medlems- Upplitelse- Fond for yttre
insatser avgift underhall

Belopp vid arets
ingang 24 000 000 8219 502 649 421
Disposition av
foregdende
ars resultat: 186 303
Arets resultat
Belopp vid arets
utgiang 24 000 000 8219 502 835724

Forslag till behandling av ansamlad forlust

Styrelsen foreslar att den ansamlade forlusten (kronor):

ansamlad forlust
arets vinst

behandlas sé att
reservering fond for yttre underhall
i ny rdkning overfores

Balanserat Arets

resultat resultat

-6 790 979 223 584

37281 -223 584
55102

-6 753 698 55102

-6 753 698
55102
-6 698 596

186 303
-6 884 899
-6 698 596

6 (15)

Totalt

26 301 528

0
55102

26 356 630

Foreningens resultat och stéllning i 6vrigt framgar av efterfoljande resultat- och balansrikning samt

kassaflodesanalys med tilliggsupplysningar.



Brf Solna Oxeln 5
Org.nr 769606-1188

Resultatrikning

Rorelseintikter
Nettoomséttning

Ovriga rorelseintikter
Summa rorelseintikter

Rorelsekostnader
Driftskostnader

Ovriga externa kostnader
Avskrivningar

Summa rorelsekostnader

Rorelseresultat

Finansiella poster

Rénteintikter och liknande resultatposter
Réntekostnader och liknande resultatposter
Summa finansiella poster

Resultat efter finansiella poster

Arets resultat

Not

2023-01-01
-2023-12-31

1598 251
98 300
1 696 550

-809 076
-175 639
-397 857
-1 382 572

313979

1825

-260 702

-258 877

55102

55102

7 (15)

2022-01-01
-2022-12-31

1718014
1803
1719 817

=772 769
-178 418
-397 857
-1 349 044

370 774

304
-147 493
-147 190

223 584

223 584
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Balansrikning

TILLGANGAR

Anlédggningstillgangar

Materiella anliggningstillgangar
Byggnader och mark

Péagéende nyanlidggningar

Summa materiella anléiggningstillgingar
Summa anliggningstillgangar
Omsittningstillgangar

Kortfristiga fordringar

Kundfordringar
Ovriga fordringar

Forutbetalda kostnader och upplupna intékter

Summa kortfristiga fordringar

Kassa och bank

Kassa och bank

Summa kassa och bank
Summa omsittningstillgadngar

SUMMA TILLGANGAR

Not

2023-12-31

32007 459
145 282
32152742

32 152 742

261 085
763 796
77 042
1101923

822 484
822 484
1924 408

34 077 149

8 (15)

2022-12-31

32405 316
0
32 405 316

32 405 316

66 094
1929 185
63 482
2 058 761

524 250
524 250
2583011

34 988 327
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Balansrﬁkning Not 2023-12-31 2022-12-31

EGET KAPITAL OCH SKULDER

Eget kapital

Bundet eget kapital

Medlemsinsatser 32219 502 32219 502
Fond for yttre underhall 835 724 649 421
Summa bundet eget kapital 33 055 226 32 868 923
Fritt eget kapital

Balanserat resultat -6 753 698 -6 790 979
Arets resultat 55102 223 584
Summa fritt eget kapital -6 698 597 -6 567 395
Summa eget kapital 26 356 629 26 301 528

Kortfristiga skulder

Ovriga skulder till kreditinstitut 9 7 050 704 8120 032
Depositionsavgifter 60 000 60 000
Leverantorsskulder 82 080 76 544
Skatteskulder 161 504 148 194
Ovriga skulder 28 997 75 432
Upplupna kostnader och forutbetalda intékter 10 337235 206 598
Summa kortfristiga skulder 7720 520 8 686 800

SUMMA EGET KAPITAL OCH SKULDER 34077 149 34 988 327
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Kassaflodesanalys

Den lopande verksamheten

Resultat efter finansiella poster

Justeringar for poster som inte ingar i kassaflodet
Foréndring skatteskuld/fordran

Kassaflode fran den lopande verksamheten fore
forandring av rorelsekapital

Kassaflode fran forindring av rorelsekapitalet
Foréndring av kundfordringar/avgiftsfordringar
Forandring av kortfristiga fordringar

Forandring av leverantorsskulder

Forandring av kortfristiga skulder

Kassaflode fran den lopande verksamheten

Investeringsverksamheten
Investeringar i materiella anldggningstillgdngar
Kassaflode fran investeringsverksamheten

Finansieringsverksamhet
Forandring av langfristiga skulder
Kassaflode fran finansieringsverksamheten

Arets kassaflode
Likvida medel och avrikningskonto

Likvida medel och avrékningskonto vid arets borjan
Likvida medel och avrikningskonto vid drets slut

Not 2023-01-01
-2023-12-31

55102
397 857
13310

466 269

-194 991
-3 873
5536
-985 126
-712 185

-145 282
-145 282

-857 467

2298 139
1 440 672

10 (15)

2022-01-01
-2022-12-31

223 584
397 857
12 390

633 831

-66 094
-93 477
19 251

2 686 465
3179976

-2 815 344
-2 815344

364 632

1933507
2298 139
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Noter

Not 1 Redovisningsprinciper

Allméinna upplysningar

Arsredovisningen ir upprittad i enlighet med arsredovisningslagen och Bokforingsnimndens allménna
rad (BFNAR 2016:10) /K2/ om arsredovisning i mindre foretag samt Bokforingsndmndens allménna rad
BRFNAR 2023:1 om kompletterande upplysningar i bostadsrattsforeningarnas arsredovisningar.

Anlaggningstillgingar
Tillampade avskrivningstider:

Byggnader 150 ar
Not 2 Nettoomsiittning
2023 2022
Arsavgifter 975 564 975 555
Hyror lokaler 540 752 659 646
P-plats och garage 42 000 42 000
Debiterad fastighetsskatt 39935 40 814
1598 251 1718 015

I &rsavgiften ingér...

Not 3 Driftskostnader

2023 2022
Fastighetsskotsel 26 392 24 156
Trivselatgéarder 1611 2 828
Stddkostnader 75 344 65 663
Snoérdjning/sandning 47 640 18 234
Serviceavtal 3753 1251
Hisservice/besiktning 5440 4827
Gemensamhetsanldggningar 19 029 19 029
Reparationer 61518 30402
Hissreparationer 2717 0
Planerat underhall 51138 89 341
Fastighetsel 44 621 67 392
Uppvarmning 329072 294 015
Vatten och avlopp 39102 42514
Avfallshantering 43 828 40 566
Forsékringskostnader 44 193 44 439
Kabel-tv 4 606 5683
Bredband 4479 0
Forbrukningsinventarier 650 12 884
Forbrukningsmaterial 3943 9 544

809 076 772768
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Not 4 Ovriga externa kostnader

Fastighetsskatt
Fastighetsavgift

Hemsida
Foreningsgemensamma kostnader
Revisionsarvode
Ekonomisk forvaltning
Bankkostnader
Underhallsplan
Medlems-/foreningsavgifter
Gévor

Ovriga poster

Not 5 Byggnader och mark

Ingaende anskaffningsvirden
Utgaende ackumulerade anskaffningsvirden

Ingaende avskrivningar

Arets avskrivningar

Utgdende ackumulerade avskrivningar
Utgiende redovisat viarde
Taxeringsviarden byggnader

Taxeringsvarden mark

Fordelat bostidder
Fordelat lokaler

Not 6 Piagiende nyanliggningar

Péagéende arbeten, installation fibernit

Not 7 Ovriga fordringar

Skattekonto
Fordran p4 Monsor KB
Avrikningskonto forvaltare

2023
45010
36 547

0

8490
11713
48 536

1550

9774

4 830

3000

6 189

175 639

2023-12-31
39948 132
39 948 132

-7 542 816
-397 857
-7 940 673

32 007 459

25262 000
36 839 000
62 101 000

57 600 000
4501 000
62 101 000

2023-12-31
145 282
145 282

2023-12-31
59124

86 485

618 187
763 796

12 (15)

2022
45010
34 937

1214

7485

0
52 036

1550
28118

4760

0

3308

178 418

2022-12-31
39948 132
39 948 132

-5
-397 857
-397 862

39550 270

25262 000
36 839 000
62 101 000

57 600 000
4501 000
62 101 000

2022-12-31
0
0

2022-12-31
68 812

86 485
1773 888
1929 185



Brf Solna Oxeln 5
Org.nr 769606-1188

Not 8 Forutbetalda kostnader och upplupna intikter

Forsdkring

Medlemskap

Sndjour

Serviceavtal hiss
Ekonomisk forvaltning
Bokningssystem tvittstuga
Fastighetsskotsel
Bredband

Not 9 Skulder till Kkreditinstitut

Rintesats
Langivare %
Handelsbanken 1,680
Handelsbanken 1,680
Handelsbanken 3,400
Handelsbanken 2,600
Handelsbanken 3,113
Handelsbanken 3,900
Handelsbanken 3,400
Handelsbanken 3,400
Handelsbanken 4,835
Handelsbanken 4,835
Handelsbanken 4,835
Handelsbanken 4,686
Handelsbanken 4,786
Handelsbanken 4,759
Handelsbanken 4,736

Avgér kortfristig del

Datum for

ranteindring
2023-12-01
2023-12-01
2023-02-01
2023-06-30
2023-12-01
2023-03-07
2023-02-10
2023-01-09
2024-12-02
2024-12-02
2024-12-02
2024-09-09
2024-08-12
2024-08-02
2024-07-11

2023-12-31

13 (5)

2022-12-31
44 522 35 289
4 830 4 830
0 7 265
1 783 1 672
12 316 11 924
2 502 2 502
2 131 0
8 958 0
77 042 63 482
Lanebelopp Lanebelopp
2023-12-31 2022-12-31
0 1 720 524
0 1 094 820
0 655 000
0 930 000
0 719 688
0 400 000
0 2 000 000
0 600 000
1 702 600 0
1 083 416 0
679 688 0
390 000 0
1 990 000 0
615 000 0
590 000 0
-7 050 704 -8 120 032
0 0

Foreningen har lan som forfaller till betalning under kommande rikenskapsar, varfor de i bokslutet

redovisas som kortfristiga skulder. Till sin karaktir &r finansieringen langfristig och
styrelsens beddmning &r att l&nen kommer forléngas vid forfall.

Kortfristig del av langfristig skuld:

Arlig amortering enligt villkorsbilagor: 229 000 kr

Lan som forfaller inom ett ar: 7 050 704 kr
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Not 10 Upplupna kostnader och forutbetalda intiikter

Réntekostnader

Revision

Fastighetsel

Fjarrvirme

Avfallshantering

Stddning

Snordjning

Reparationer
Forbrukningsmaterial
Forutbetalda avgifter och hyror

2023-12-31
39759
13 000

3 966
49 452
1015

0

10 602
2301

0

217 140
337 235

14 (15)

2022-12-31
29 508
13 000
11022
45975

966

3 806

0

3870

5 846
92 605
206 598
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Not 11 Stallda sidkerheter

2023-12-31 2022-12-31
Fastighetsinteckningar 12 500 000 12 500 000
12 500 000 12 500 000
Solna, den dag som framgér av var elektroniska signatur
Lennart Hannu Billy Ekholm
Ordforande
Anders Nordkvist Oliver Haberler
Julia Kusulko

Min revisionsberattelse har limnats den dag som framgér av min elektroniska underskrift

David Walman
Revisor
Révisor AB
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Ordlista

Anlaggningstillgangar Tillgangar som &r
avsedda att stadigvarande anvéndas i féren-
ingen.

Avskrivning Nar en anskaffningsutgift for
en tillgang inte kostnadsfors direkt utan pe-
riodiseras, dvs fordelas pa sa manga ar som
ar den berdknade ekonomiska livslangden.

Balansrakning En sammanstallning 6ver
féreningens tillgangar, skulder och eget
kapital.

Forvaltningsberattelse Del i arsredovis-
ningen dar styrelsen redovisar verksamhe-
ten i text.

Inre reparationsfond Fond avsedd fér utgif-
ter for reparationer i en bostadsrattslagen-
het.

Insats Den kapitalinsats som bostadsrattens
férsta dgare gjorde.

Kapitaltillskott Da féreningens medlemmar
betalar mer insatser. Detta kan goras foér
att t.ex. betala av pa féreningens lan eller
reparera huset. Tillskottet kan anvandas for
att minska reavinstskatten.

Kortfristiga skulder Skulder som forfaller
till betalning inom ett ar.

Likviditet Foreningens betalningsférmaga
pa kort sikt.

Langfristiga skulder Skulder som forfaller
till betalning efter mer &n ett ar.

Omséttningstillgangar Tillgangar som &r
avsedda for omséttning eller forbrukning.

Resultatrékning En sammanstéllning pa
féreningens intakter och kostnader under
rakenskapsaret.

Soliditet Foreningens betalningsférmaga pa
lang sikt.

Underhallsfond Fond fér framtida repara-
tioner och underhall som féreningen gor
avsattning till arligen. Storleken pa avsatt-
ningen styrs dels av stadgarna dels av ars-
stamman. Kallas &ven yttre reparationsfond.
Fonden innehaller dock inga pengar.

Upplupna intdkter Intdkter som tillhor
rakenskapsaret men dar faktura annu ej
skickats eller betalning erhallits.

Upplupna kostnader Kostnader som tillhor
rakenskapsaret men dar faktura annu ej
erhallits eller betalning gjorts.

Upplatelse Sker da en bostadsratt skapas
forsta gangen vid nyproduktion eller om-
bildning.

Upplatelseavgift En avgift som féreningen
kan ta ut tillsammans med insatsen nar

en bostadsratt upplats. Tas ibland ut om
féreningen upplater en bostadsratt forst da
féreningen har varit igang en tid.

Upplatelseavtal Det avtal som skrivs mellan
féreningen och bostadsrattens képare da
bostadsratten kops for férsta gangen.

Arsavgift Avgiften som bostadsrattsagare
betalar till féreningen for att tacka férening-
ens kostnader.

Arsstamma Foreningens hdgsta beslutande
organ.
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Styrelsen for Brf Solna Oxeln 5, med séte i SOLNA, far hdrmed avge érsredovisning for rikenskapsaret
2023. Uppgifter inom parentes avser foregaende ar.

Arsredovisningen #r upprittad i svenska kronor, SEK.

Forvaltningsberittelse

Verksamheten
Allmdnt om verksamheten

Foreningen &r ett privatbostadsforetag enligt inkomstskattelagen (1999:1229), dvs dkta
bostadsrittsforening. Foreningens dndamal ar att frimja medlemmarnas ekonomiska intressen genom att
i foreningens fastigheter uppléta bostadsldgenheter och lokaler med nyttjanderétt och utan
tidsbegransning. Upplatelse far d&ven omfatta mark som ligger i anslutning till foreningens hus, om
marken skall anvdndas som komplement till bostadsldgenhet eller lokal.

Foreningens stadgar
Foreningens géllande stadgar registrerades hos Bolagsverket 2000-12-29.

Foreningens fastighet
Foreningen forvirvade fastigheten Oxeln 5 1 Solna kommun 2001. Anskaffningskostnad uppgick till

27186 116 tkr.

Foreningens fastighet bestar av ett flerbostadshus i fem viningar med totalt 23 bostadsritter,
samt tre lokaler. Den totala boytan dr 1 842 kvm och lokalytan 365 kvm Foreningen disponerar 8
parkeringsplatser.

Ligenhetsfordelning:
1 st 1rum ochkok
6 st 2 rum och kok
9 st 3 rum och kok
3 st 4 rum och kok
4 st 5 rum och kok

Fastighetsforsékring
Fastigheten ar fullvirdesforsikrad hos TryggHansa.

Gemensambhetsanldgeningar
Foreningen dr medlem i samféllighetsforeningen Kvarteret Oxeln Solna, foreningens andel &r 13%.
Samfélligheten forvaltar innergérden kvarteret Oxeln, Solna.

Fastighetsavgift/Fastighetsskatt

Foreningen erldgger full kommunal fastighetsavgift vilken 2022 uppgétt till 1 519 kr per ldgenhet,
beloppet indexeras arligen. Fastighetsskatt for lokaler dr for narvarande 1 % av taxeringsvarde for
lokaler.

Fastighetens taxeringsuppgifter
Taxeringsvardet ar 62 101 000 kr, varav byggnadsvéardet ar 25 262 000 kr och markvérde 36 839 000 kr.
Virdeéar ar 1948.
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Ekonomisk férvaltning
Foreningen har avtal om ekonomisk foérvaltning med Fastum AB.

Teknisk foérvaltning
Teknisk forvaltnings sker i egen regi. Fastighetsskotsel utfors av ADB Fastighetsservice.

Ekonomisk plan
Styrelsen har uppréttat ekonomisk plan for foreningens verksamhet som registrerats av Bolagsverket
2001-08-30.

Arsavgifter
Arsavgifter tas ut fran foreningens medlemmar for att ticka foreningens 16pande utgifter for drift och

underhall av féreningens fastighet, rantebetalningar och amorteringar av féreningens fastighetslan samt
fondering av medel for framtida underhall enligt av styrelsen framtagen underhéllsplan. Arsavgiften
uppgar till 530 kr/kvm boyta per ar.

Avsittning till yttre fond
Avsittning till yttre fond ska ske arligen med minst 0,3% av foreningens taxeringsvirde.

Underhéllsplan
Foreningen har en aktuell underhéllsplan.

Foreningens fastighetsldn
Kreditinstitut, rdntekostnader fastighetslan och réntederivat framgar av not.

Styrelse
Styrelsen har efter ordinarie foreningsstimma 2023-05-30 haft f6ljande sammansittning:
Ledamoéter Lennart Hannu ordforande
Oliver Haberler sekreterare
Anders Nordkvist
Billy Ekholm
Julia Kusulko
Suppleant Matts Gustavsson

Helene Amundsen

Foreningens firma tecknas, forutom av styrelsen, av styrelsens ledamoter tva i forening.
Styrelsen har under aret haft 8 protokollférda sammantraden.
For styrelsens ledamoter finns ansvarsforsikring tecknad med TryggHansa.

Revisorer
Révisor AB

Valberedning
Lotta Hannu

Mattias Holmstrom
Jonas Kolsrud





Brf Solna Oxeln 5 3 (15)
Org.nr 769606-1188

Visentliga hindelser under rikenskapsdret
Verksamhetsaret 2023 var husets ett hundraelfte och foreningens tjugofjarde

Foreningen har under 2023 haft en storre styrelse dn tidigare ar vilket underlattat de aktiviteter som
genomforts.

Det ekonomiska ldget, med hoga energipriser, hog inflation och hojda riantor har fortsatt att paverka
foreningen. Under &ret har vi fortsatt att f6lja utvecklingen for att kunna gora avvigda beslut kring
foreningens ekonomi. Styrelsen har gjort beddmningen att endast en liten hojning av avgifterna har
varit nddvéndig men marginalerna ar fortsatt smé och 0kar kostnaderna ytterligare gar det inte att
utesluta ytterligare hojningar.

Dagens situation har ocksé gjort det dnnu viktigare att féreningen har en bra plan for framtiden och da
framfor allt underhallsplanen. Aven foreningens skuldséttning och amortering av befintliga 1an ar
viktigt for foreningens ekonomiska stabilitet. Under aret har foreningen darfor gjort en amortering av
lanen pa 900 000 kr.

Vidare har vi:

* Amorterat 900 000 kr pa foreningens 14n

* Installerat kanalisering for nytt fastighetsnét

* Upphandlat installation av fiberbaserat fastighetsnit for bredband och TV

* Tecknat avtal for bredband och TV med Stockholms stadsnét respektive Allente.
Béde bredband och TV ingar nu i avgiften som dirfér hojts med 100 kr i ménaden.

* Uppdaterat stadgarna vilka antogs pa arsstimman 2023-05-30 och 2023-10-30

* Installerat brandvarnare pa vinden

* Reparerat takfonster

* Reparerat kodlas

* Reparerat dldre balkongddrr

* Bytt rotskadade dorrfoder pé dorrarna mot gérden

* Genomfort stddning av trapphusen inklusive fonsterputs

* Hanterat byte av hyresgést av en lokal

* Hanterat lokalhyresgést som hamnat pé obestand

* Utrett ett eventuellt byte av fonster och dorrar till lokalerna

* Tagit fram ett forslag till forbéttrad ventilation

* Atgirdat stopp i avloppet tva ginger

* Atgirdat problem med belysningen i trapphusen
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Medlemsinformation
Foreningen hade vid arsskiftet 36 (37) medlemmar. Under aret har 2 (1) dverlatelser dgt rum. Ingen
medlem har beviljats andrahandsuthyrning.

Flerarsoversikt (Tkr) 2023 2022 2021 2020
Nettoomséttning 1 697 1720 1 498 1 460
Resultat efter finansiella poster 55 224 69 -350
Soliditet (%) 77,34 75,17 74,80 74,84
Arsavgift per kvm upplaten med

bostadsritt (kr/kvm) 530 530 515 500
Skuldséttning per kvm (kr/kvm) 3195 3679 3715 3739
Skuldsittning per kvm upplaten

med bostadsrétt (kr/kvm) 3 828 4 408 4451 4 480
Sparande per kvm (kr/kvm) 205 322 212 276
Réntekénslighet (%) 7,23 8,32 8,65 8,97
Energikostnad per kvm (kr/kvm) 187 183 183 165
Arsavgifternas andel i % av totala

rorelseintdkter 57,50 56,72 63,28 63,03

Fr.o.m AR 2023 ir det 7 st nya nyckeltal som #r obligatoriska i Arsredovisningen enligt BFN 2023:1.
For att kunna jamfora 6ver ar ér tidigare &r omréknade.

(K2-foreningar har fortsatt krav pa nyckeltalen; Nettoomsittning, Resultat efter finansiella poster och
Soliditet)
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Nettoomséttning
Rorelsens huvudintékter, fakturerade kostnader, sidointdkter samt intéktskorrigeringar.

Resultat efter finansiella poster
Resultat efter finansiella intdkter och kostnader, men fore extraordinéra intdkter och kostnader.

Soliditet (%)

Eget kapital i relation till balansomslutning.

Arsavgift/kvm uppliten med bostadsritt (kr)
Foreningens totala arsavgifter dividerat med total yta upplaten med bostadsritt.

Skuldsittning/kvm (kr)
Foreningens totala fastighetslan dividerat med total yta av foreningens fastighet.

Skuldséttning/kvm upplaten med bostadsrétt (kr)

Foreningens totala fastighetslan dividerat med total yta upplaten med bostadsratt.

Sparande/kvm (kr)

Justerat resultat (4rets resultat + arets avskrivningar + arets utrangeringar + kostnadsfort planerat
underhdll + vésentliga kostnader som inte &r en del av den normala verksamheten visentliga intdkter
som inte dr en del av den normala verksamheten) dividerat med total yta av foreningens fastighet.

Réntekédnslighet (%)
Foreningens réntebdrande skulder dividerat med totala arsavgifter.

Energikostnad/kvm (kr)
Foreningens kostnader for el, uppvarmning, vatten dividerat med total yta av foreningens fastighet.
Kostnad for medlemmarnas egen elforbrukning ingér ej i arsavgiften.

Arsavgifternas andel av totala rérelseintikter (%)
Foreningens &rsavgifter dividerat med totala rorelseintékter.
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Foriandringar i eget kapital

Medlems- Upplitelse- Fond for yttre
insatser avgift underhall

Belopp vid arets
ingang 24 000 000 8219 502 649 421
Disposition av
foregdende
ars resultat: 186 303
Arets resultat
Belopp vid arets
utgiang 24 000 000 8219 502 835724

Forslag till behandling av ansamlad forlust

Styrelsen foreslar att den ansamlade forlusten (kronor):

ansamlad forlust
arets vinst

behandlas sé att
reservering fond for yttre underhall
i ny rdkning overfores

Balanserat Arets

resultat resultat

-6 790 979 223 584

37281 -223 584
55102

-6 753 698 55102

-6 753 698
55102
-6 698 596

186 303
-6 884 899
-6 698 596

6 (15)

Totalt

26 301 528

0
55102

26 356 630

Foreningens resultat och stéllning i 6vrigt framgar av efterfoljande resultat- och balansrikning samt

kassaflodesanalys med tilliggsupplysningar.
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Resultatrikning

Rorelseintikter
Nettoomséttning

Ovriga rorelseintikter
Summa rorelseintikter

Rorelsekostnader
Driftskostnader

Ovriga externa kostnader
Avskrivningar

Summa rorelsekostnader

Rorelseresultat

Finansiella poster

Rénteintikter och liknande resultatposter
Réntekostnader och liknande resultatposter
Summa finansiella poster

Resultat efter finansiella poster

Arets resultat

Not

2023-01-01
-2023-12-31

1598 251
98 300
1 696 550

-809 076
-175 639
-397 857
-1 382 572

313979

1825

-260 702

-258 877

55102

55102

7 (15)

2022-01-01
-2022-12-31

1718014
1803
1719 817

=772 769
-178 418
-397 857
-1 349 044

370 774

304
-147 493
-147 190

223 584

223 584
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Balansrikning

TILLGANGAR

Anlédggningstillgangar

Materiella anliggningstillgangar
Byggnader och mark

Péagéende nyanlidggningar

Summa materiella anléiggningstillgingar
Summa anliggningstillgangar
Omsittningstillgangar

Kortfristiga fordringar

Kundfordringar
Ovriga fordringar

Forutbetalda kostnader och upplupna intékter

Summa kortfristiga fordringar

Kassa och bank

Kassa och bank

Summa kassa och bank
Summa omsittningstillgadngar

SUMMA TILLGANGAR

Not

2023-12-31

32007 459
145 282
32152742

32 152 742

261 085
763 796
77 042
1101923

822 484
822 484
1924 408

34 077 149

8 (15)

2022-12-31

32405 316
0
32 405 316

32 405 316

66 094
1929 185
63 482
2 058 761

524 250
524 250
2583011

34 988 327
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Balansrﬁkning Not 2023-12-31 2022-12-31

EGET KAPITAL OCH SKULDER

Eget kapital

Bundet eget kapital

Medlemsinsatser 32219 502 32219 502
Fond for yttre underhall 835 724 649 421
Summa bundet eget kapital 33 055 226 32 868 923
Fritt eget kapital

Balanserat resultat -6 753 698 -6 790 979
Arets resultat 55102 223 584
Summa fritt eget kapital -6 698 597 -6 567 395
Summa eget kapital 26 356 629 26 301 528

Kortfristiga skulder

Ovriga skulder till kreditinstitut 9 7 050 704 8120 032
Depositionsavgifter 60 000 60 000
Leverantorsskulder 82 080 76 544
Skatteskulder 161 504 148 194
Ovriga skulder 28 997 75 432
Upplupna kostnader och forutbetalda intékter 10 337235 206 598
Summa kortfristiga skulder 7720 520 8 686 800

SUMMA EGET KAPITAL OCH SKULDER 34077 149 34 988 327
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Kassaflodesanalys

Den lopande verksamheten

Resultat efter finansiella poster

Justeringar for poster som inte ingar i kassaflodet
Foréndring skatteskuld/fordran

Kassaflode fran den lopande verksamheten fore
forandring av rorelsekapital

Kassaflode fran forindring av rorelsekapitalet
Foréndring av kundfordringar/avgiftsfordringar
Forandring av kortfristiga fordringar

Forandring av leverantorsskulder

Forandring av kortfristiga skulder

Kassaflode fran den lopande verksamheten

Investeringsverksamheten
Investeringar i materiella anldggningstillgdngar
Kassaflode fran investeringsverksamheten

Finansieringsverksamhet
Forandring av langfristiga skulder
Kassaflode fran finansieringsverksamheten

Arets kassaflode
Likvida medel och avrikningskonto

Likvida medel och avrékningskonto vid arets borjan
Likvida medel och avrikningskonto vid drets slut

Not 2023-01-01
-2023-12-31

55102
397 857
13310

466 269

-194 991
-3 873
5536
-985 126
-712 185

-145 282
-145 282

-857 467

2298 139
1 440 672

10 (15)

2022-01-01
-2022-12-31

223 584
397 857
12 390

633 831

-66 094
-93 477
19 251

2 686 465
3179976

-2 815 344
-2 815344

364 632

1933507
2298 139
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Noter

Not 1 Redovisningsprinciper

Allméinna upplysningar

Arsredovisningen ir upprittad i enlighet med arsredovisningslagen och Bokforingsnimndens allménna
rad (BFNAR 2016:10) /K2/ om arsredovisning i mindre foretag samt Bokforingsndmndens allménna rad
BRFNAR 2023:1 om kompletterande upplysningar i bostadsrattsforeningarnas arsredovisningar.

Anlaggningstillgingar
Tillampade avskrivningstider:

Byggnader 150 ar
Not 2 Nettoomsiittning
2023 2022
Arsavgifter 975 564 975 555
Hyror lokaler 540 752 659 646
P-plats och garage 42 000 42 000
Debiterad fastighetsskatt 39935 40 814
1598 251 1718 015

I &rsavgiften ingér...

Not 3 Driftskostnader

2023 2022
Fastighetsskotsel 26 392 24 156
Trivselatgéarder 1611 2 828
Stddkostnader 75 344 65 663
Snoérdjning/sandning 47 640 18 234
Serviceavtal 3753 1251
Hisservice/besiktning 5440 4827
Gemensamhetsanldggningar 19 029 19 029
Reparationer 61518 30402
Hissreparationer 2717 0
Planerat underhall 51138 89 341
Fastighetsel 44 621 67 392
Uppvarmning 329072 294 015
Vatten och avlopp 39102 42514
Avfallshantering 43 828 40 566
Forsékringskostnader 44 193 44 439
Kabel-tv 4 606 5683
Bredband 4479 0
Forbrukningsinventarier 650 12 884
Forbrukningsmaterial 3943 9 544

809 076 772768
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Not 4 Ovriga externa kostnader

Fastighetsskatt
Fastighetsavgift

Hemsida
Foreningsgemensamma kostnader
Revisionsarvode
Ekonomisk forvaltning
Bankkostnader
Underhallsplan
Medlems-/foreningsavgifter
Gévor

Ovriga poster

Not 5 Byggnader och mark

Ingaende anskaffningsvirden
Utgaende ackumulerade anskaffningsvirden

Ingaende avskrivningar

Arets avskrivningar

Utgdende ackumulerade avskrivningar
Utgiende redovisat viarde
Taxeringsviarden byggnader

Taxeringsvarden mark

Fordelat bostidder
Fordelat lokaler

Not 6 Piagiende nyanliggningar

Péagéende arbeten, installation fibernit

Not 7 Ovriga fordringar

Skattekonto
Fordran p4 Monsor KB
Avrikningskonto forvaltare

2023
45010
36 547

0

8490
11713
48 536

1550

9774

4 830

3000

6 189

175 639

2023-12-31
39948 132
39 948 132

-7 542 816
-397 857
-7 940 673

32 007 459

25262 000
36 839 000
62 101 000

57 600 000
4501 000
62 101 000

2023-12-31
145 282
145 282

2023-12-31
59124

86 485

618 187
763 796

12 (15)

2022
45010
34 937

1214

7485

0
52 036

1550
28118

4760

0

3308

178 418

2022-12-31
39948 132
39 948 132

-5
-397 857
-397 862

39550 270

25262 000
36 839 000
62 101 000

57 600 000
4501 000
62 101 000

2022-12-31
0
0

2022-12-31
68 812

86 485
1773 888
1929 185
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Not 8 Forutbetalda kostnader och upplupna intikter

Forsdkring

Medlemskap

Snéjour

Serviceavtal hiss
Ekonomisk forvaltning
Bokningssystem tvéttstuga
Fastighetsskotsel
Bredband

Not 9 Skulder till kreditinstitut

Rintesats
Langivare %
Handelsbanken 1,680
Handelsbanken 1,680
Handelsbanken 3,400
Handelsbanken 2,600
Handelsbanken 3,113
Handelsbanken 3,900
Handelsbanken 3,400
Handelsbanken 3,400
Handelsbanken 4,835
Handelsbanken 4,835
Handelsbanken 4,835
Handelsbanken 4,686
Handelsbanken 4,786
Handelsbanken 4,759
Handelsbanken 4,736

Avgar kortfristig del

Datum for

rianteindring

2023-12-01
2023-12-01
2023-02-01
2023-06-30
2023-12-01
2023-03-07
2023-02-10
2023-01-09
2024-12-02
2024-12-02
2024-12-02
2024-09-09
2024-08-12
2024-08-02
2024-07-11

2023-12-31
44 522

4 830
0
1783

12 316

2502
2131
8958

77 042

Lanebelopp
2023-12-31

0

=l el ol ol =]

1702 600
1083 416
679 688
390 000

1 990 000
615 000
590 000
-7 050 704
0

13 (15)

2022-12-31

35289
4 830
7265
1672

11924
2502

0
0
63 482

Lanebelopp
2022-12-31

1720 524
1 094 820
655 000
930 000
719 688
400 000
2 000 000
600 000

S OO O o oo

-8 120 032
0

Foreningen har lan som forfaller till betalning under kommande rékenskapsar, varfor de i bokslutet
redovisas som kortfristiga skulder. Till sin karaktér &r finansieringen langfristig och
styrelsens bedomning &r att lanen kommer forldangas vid forfall.

Kortfristig del av langfristig skuld:
Arlig amortering enligt villkorsbilagor: 0 kr
Lan som forfaller inom ett &r: 7 050 704 kr





Brf Solna Oxeln 5
Org.nr 769606-1188

Not 10 Upplupna kostnader och forutbetalda intiikter

Réntekostnader

Revision

Fastighetsel

Fjarrvirme

Avfallshantering

Stddning

Snordjning

Reparationer
Forbrukningsmaterial
Forutbetalda avgifter och hyror

2023-12-31
39759
13 000

3 966
49 452
1015

0

10 602
2301

0

217 140
337 235

14 (15)

2022-12-31
29 508
13 000
11022
45975

966

3 806

0

3870

5 846
92 605
206 598
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Not 11 Stallda sidkerheter

2023-12-31 2022-12-31
Fastighetsinteckningar 12 500 000 12 500 000
12 500 000 12 500 000
Solna, den dag som framgér av var elektroniska signatur
Lennart Hannu Billy Ekholm
Ordforande
Anders Nordkvist Oliver Haberler
Julia Kusulko

Min revisionsberattelse har limnats den dag som framgér av min elektroniska underskrift

David Walman
Revisor
Révisor AB






[ {
  "agreementId" : "f898acf0-0aad-11ef-810a-9bca23d9737a",
  "agreementName" : "1567_Brf_Solna_Oxeln_5_230101-231231_1-2",
  "agreementVersion" : "1.19",
  "agreementFiles" : [ {
    "fileName" : "1567_Brf_Solna_Oxeln_5_230101-231231_1-2_20240505070553.pdf",
    "fileMimetype" : "application/pdf",
    "fileSize" : "410518",
    "fileHash" : "73b4fa9113415c2ea4932e401d7785276327b32999eb838cfa4f05947c36b8c6",
    "fileId" : "f89eee80-0aad-11ef-929d-f52721db0d60"
  } ],
  "signees" : [ {
    "personName" : "Dan Anders Nordqvist",
    "personNr" : "6804050497",
    "orgName" : "Bostadsrättsföreningen Solna Oxeln 5",
    "personSurname" : "Nordqvist",
    "orgNr" : "7696061188",
    "personGivenName" : "Dan Anders",
    "email" : "anders.h.nordqvist@gmail.com"
  }, {
    "personName" : "Billy Robert Ekholm",
    "personNr" : "8105072758",
    "orgName" : "Bostadsrättsföreningen Solna Oxeln 5",
    "personSurname" : "Ekholm",
    "orgNr" : "7696061188",
    "personGivenName" : "Billy Robert",
    "email" : "billy.ekholm@gmail.com"
  }, {
    "personName" : "Per Lennart Sixten Hannu",
    "personNr" : "6811230298",
    "orgName" : "Bostadsrättsföreningen Solna Oxeln 5",
    "personSurname" : "Hannu",
    "orgNr" : "7696061188",
    "personGivenName" : "Per Lennart Sixten",
    "email" : "lellehannu68@gmail.com"
  }, {
    "personName" : "Oliver Vincent Haberler",
    "personNr" : "9308293977",
    "orgName" : "Bostadsrättsföreningen Solna Oxeln 5",
    "personSurname" : "Haberler",
    "orgNr" : "7696061188",
    "personGivenName" : "Oliver Vincent",
    "email" : "haberler.oliver@gmail.com"
  }, {
    "personName" : "Julia Holm Kosulko",
    "personNr" : "8801189385",
    "orgName" : "Bostadsrättsföreningen Solna Oxeln 5",
    "personSurname" : "Holm Kosulko",
    "orgNr" : "7696061188",
    "personGivenName" : "Julia",
    "email" : "kosulko@gmail.com"
  } ],
  "time" : "2024-05-05T09:06:19.000+0200",
  "type" : "api",
  "user" : {
    "personName" : "API API_KEY",
    "orgName" : "Sveriges Mäklar- och Organisationstjänst AB",
    "ipAddress" : "188.126.93.49",
    "orgNr" : "5590421631"
  },
  "eventId" : 12,
  "eventClass" : "agreement_created",
  "id" : "f92caf90-0aad-11ef-930b-c58e6243edcd"
}, {
  "id" : "0027f2a0-0aae-11ef-930b-c58e6243edcd",
  "time" : "2024-05-05T09:06:31.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "anders.h.nordqvist@gmail.com"
  }, {
    "email" : "billy.ekholm@gmail.com"
  }, {
    "email" : "lellehannu68@gmail.com"
  }, {
    "email" : "haberler.oliver@gmail.com"
  }, {
    "email" : "kosulko@gmail.com"
  } ]
}, {
  "id" : "73d96190-0ab1-11ef-8cc8-893160660242",
  "time" : "2024-05-05T09:31:14.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "147.28.81.200"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Oliver Vincent Haberler",
    "personNr" : "9308293977",
    "orgName" : "Bostadsrättsföreningen Solna Oxeln 5",
    "personSurname" : "Haberler",
    "orgNr" : "7696061188",
    "personGivenName" : "Oliver Vincent",
    "email" : "haberler.oliver@gmail.com"
  }
}, {
  "id" : "4eb986e0-0ab3-11ef-a16e-b59476063aa9",
  "time" : "2024-05-05T09:44:30.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "147.28.81.200"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Oliver Vincent Haberler",
    "personNr" : "9308293977",
    "orgName" : "Bostadsrättsföreningen Solna Oxeln 5",
    "personSurname" : "Haberler",
    "orgNr" : "7696061188",
    "personGivenName" : "Oliver Vincent",
    "email" : "haberler.oliver@gmail.com"
  }
}, {
  "id" : "59173ec0-0ac7-11ef-b246-63780d501365",
  "time" : "2024-05-05T12:07:58.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "104.28.31.63"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Per Lennart Sixten Hannu",
    "personNr" : "6811230298",
    "orgName" : "Bostadsrättsföreningen Solna Oxeln 5",
    "personSurname" : "Hannu",
    "orgNr" : "7696061188",
    "personGivenName" : "Per Lennart Sixten",
    "email" : "lellehannu68@gmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Per Lennart Sixten Hannu",
    "orgName" : "Bostadsrättsföreningen Solna Oxeln 5",
    "personSurname" : "Hannu",
    "orgNr" : "7696061188",
    "personGivenName" : "Per Lennart Sixten",
    "email" : "lellehannu68@gmail.com"
  },
  "signingMetadata" : {
    "personNr" : "196811230298",
    "personSurname" : "Hannu",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIjE1NjdfQnJmX1NvbG5hX094ZWxuXzVfMjMwMTAxLTIzMTIzMV8xLTIiIApJRDogZjg5OGFjZjAtMGFhZC0xMWVmLTgxMGEtOWJjYTIzZDk3MzdhCkRhdHVtOiAyMDI0LTA1LTA1Cgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "7efe0100-0ac7-11ef-beaf-05bff812c414",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiMTU2N19CcmZfU29sbmFfT3hlbG5fNV8yMzAxMDEtMjMxMjMxXzEtMl8yMDI0MDUwNTA3MDU1My5wZGYiCjczYjQgZmE5MSAxMzQxIDVjMmUgYTQ5MyAyZTQwIDFkNzcgODUyNyA2MzI3IGIzMjkgOTllYiA4MzhjIGZhNGYgMDU5NCA3YzM2IGI4YzYKLS0tLS0tLS0tLQ==",
    "personGivenName" : "Per Lennart Sixten",
    "startDate" : "2024-05-05T10:09:02.003+0000",
    "transactionId" : "b53ace437027e7a07e1ee7432bb8ef7d"
  },
  "time" : "2024-05-05T12:09:20.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "104.28.31.63"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "8a024930-0ac7-11ef-8cc8-893160660242"
}, {
  "id" : "8aca5420-0ac7-11ef-8cc8-893160660242",
  "time" : "2024-05-05T12:09:21.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "anders.h.nordqvist@gmail.com"
  }, {
    "email" : "billy.ekholm@gmail.com"
  }, {
    "email" : "haberler.oliver@gmail.com"
  }, {
    "email" : "kosulko@gmail.com"
  } ]
}, {
  "id" : "2005b5b0-0add-11ef-b246-63780d501365",
  "time" : "2024-05-05T14:43:51.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "147.28.81.43"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Oliver Vincent Haberler",
    "personNr" : "9308293977",
    "orgName" : "Bostadsrättsföreningen Solna Oxeln 5",
    "personSurname" : "Haberler",
    "orgNr" : "7696061188",
    "personGivenName" : "Oliver Vincent",
    "email" : "haberler.oliver@gmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Oliver Vincent Haberler",
    "orgName" : "Bostadsrättsföreningen Solna Oxeln 5",
    "personSurname" : "Haberler",
    "orgNr" : "7696061188",
    "personGivenName" : "Oliver Vincent",
    "email" : "haberler.oliver@gmail.com"
  },
  "signingMetadata" : {
    "personNr" : "199308293977",
    "personSurname" : "HABERLER",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIjE1NjdfQnJmX1NvbG5hX094ZWxuXzVfMjMwMTAxLTIzMTIzMV8xLTIiIApJRDogZjg5OGFjZjAtMGFhZC0xMWVmLTgxMGEtOWJjYTIzZDk3MzdhCkRhdHVtOiAyMDI0LTA1LTA1Cgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "2718c680-0add-11ef-a16e-b59476063aa9",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiMTU2N19CcmZfU29sbmFfT3hlbG5fNV8yMzAxMDEtMjMxMjMxXzEtMl8yMDI0MDUwNTA3MDU1My5wZGYiCjczYjQgZmE5MSAxMzQxIDVjMmUgYTQ5MyAyZTQwIDFkNzcgODUyNyA2MzI3IGIzMjkgOTllYiA4MzhjIGZhNGYgMDU5NCA3YzM2IGI4YzYKLS0tLS0tLS0tLQ==",
    "personGivenName" : "OLIVER",
    "startDate" : "2024-05-05T12:44:03.426+0000",
    "transactionId" : "eed290ee7992f775bc36649e0a73efb5"
  },
  "time" : "2024-05-05T14:44:15.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "147.28.81.43"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "2ea79700-0add-11ef-a0e6-69766b2a0732"
}, {
  "id" : "2f3b99a0-0add-11ef-a0e6-69766b2a0732",
  "time" : "2024-05-05T14:44:16.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "anders.h.nordqvist@gmail.com"
  }, {
    "email" : "billy.ekholm@gmail.com"
  }, {
    "email" : "lellehannu68@gmail.com"
  }, {
    "email" : "kosulko@gmail.com"
  } ]
}, {
  "id" : "9474a110-0b08-11ef-8cc8-893160660242",
  "time" : "2024-05-05T19:54:55.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "147.28.81.136"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Billy Robert Ekholm",
    "personNr" : "8105072758",
    "orgName" : "Bostadsrättsföreningen Solna Oxeln 5",
    "personSurname" : "Ekholm",
    "orgNr" : "7696061188",
    "personGivenName" : "Billy Robert",
    "email" : "billy.ekholm@gmail.com"
  }
}, {
  "id" : "c1dd94c0-0b78-11ef-8cc8-893160660242",
  "time" : "2024-05-06T09:17:54.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "194.17.4.42"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Dan Anders Nordqvist",
    "personNr" : "6804050497",
    "orgName" : "Bostadsrättsföreningen Solna Oxeln 5",
    "personSurname" : "Nordqvist",
    "orgNr" : "7696061188",
    "personGivenName" : "Dan Anders",
    "email" : "anders.h.nordqvist@gmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Dan Anders Nordqvist",
    "orgName" : "Bostadsrättsföreningen Solna Oxeln 5",
    "personSurname" : "Nordqvist",
    "orgNr" : "7696061188",
    "personGivenName" : "Dan Anders",
    "email" : "anders.h.nordqvist@gmail.com"
  },
  "signingMetadata" : {
    "personNr" : "196804050497",
    "personSurname" : "Nordqvist",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIjE1NjdfQnJmX1NvbG5hX094ZWxuXzVfMjMwMTAxLTIzMTIzMV8xLTIiIApJRDogZjg5OGFjZjAtMGFhZC0xMWVmLTgxMGEtOWJjYTIzZDk3MzdhCkRhdHVtOiAyMDI0LTA1LTA1Cgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "c76104e0-0b78-11ef-b246-63780d501365",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiMTU2N19CcmZfU29sbmFfT3hlbG5fNV8yMzAxMDEtMjMxMjMxXzEtMl8yMDI0MDUwNTA3MDU1My5wZGYiCjczYjQgZmE5MSAxMzQxIDVjMmUgYTQ5MyAyZTQwIDFkNzcgODUyNyA2MzI3IGIzMjkgOTllYiA4MzhjIGZhNGYgMDU5NCA3YzM2IGI4YzYKLS0tLS0tLS0tLQ==",
    "personGivenName" : "Anders",
    "startDate" : "2024-05-06T07:18:04.292+0000",
    "transactionId" : "0aeccf6ce0c92a8aa5111cc4ae9e8e57"
  },
  "time" : "2024-05-06T09:18:27.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "194.17.4.42"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "d57ee920-0b78-11ef-a16e-b59476063aa9"
}, {
  "id" : "d6208050-0b78-11ef-a16e-b59476063aa9",
  "time" : "2024-05-06T09:18:28.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "billy.ekholm@gmail.com"
  }, {
    "email" : "lellehannu68@gmail.com"
  }, {
    "email" : "haberler.oliver@gmail.com"
  }, {
    "email" : "kosulko@gmail.com"
  } ]
}, {
  "id" : "93ef1690-0b7a-11ef-8fee-17a4d5dcb818",
  "time" : "2024-05-06T09:30:56.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "79.142.247.246"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Julia Holm Kosulko",
    "personNr" : "8801189385",
    "orgName" : "Bostadsrättsföreningen Solna Oxeln 5",
    "personSurname" : "Holm Kosulko",
    "orgNr" : "7696061188",
    "personGivenName" : "Julia",
    "email" : "kosulko@gmail.com"
  }
}, {
  "id" : "9488e590-0b7a-11ef-8cc8-893160660242",
  "time" : "2024-05-06T09:30:57.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "79.142.247.246"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Julia Holm Kosulko",
    "personNr" : "8801189385",
    "orgName" : "Bostadsrättsföreningen Solna Oxeln 5",
    "personSurname" : "Holm Kosulko",
    "orgNr" : "7696061188",
    "personGivenName" : "Julia",
    "email" : "kosulko@gmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Julia Holm Kosulko",
    "orgName" : "Bostadsrättsföreningen Solna Oxeln 5",
    "personSurname" : "Holm Kosulko",
    "orgNr" : "7696061188",
    "personGivenName" : "Julia",
    "email" : "kosulko@gmail.com"
  },
  "signingMetadata" : {
    "personNr" : "198801189385",
    "personSurname" : "Kosulko",
    "tbs" : "SSBzaWduOiAiMTU2N19CcmZfU29sbmFfT3hlbG5fNV8yMzAxMDEtMjMxMjMxXzEtMiIgCklEOiBmODk4YWNmMC0wYWFkLTExZWYtODEwYS05YmNhMjNkOTczN2EKRGF0ZTogMDUvMDUvMjAyNAoK",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "9714c090-0b7a-11ef-8fee-17a4d5dcb818",
    "tbsHidden" : "LS0tLS0tLS0tLQpDb250ZW50OgoKIjE1NjdfQnJmX1NvbG5hX094ZWxuXzVfMjMwMTAxLTIzMTIzMV8xLTJfMjAyNDA1MDUwNzA1NTMucGRmIgo3M2I0IGZhOTEgMTM0MSA1YzJlIGE0OTMgMmU0MCAxZDc3IDg1MjcgNjMyNyBiMzI5IDk5ZWIgODM4YyBmYTRmIDA1OTQgN2MzNiBiOGM2Ci0tLS0tLS0tLS0=",
    "personGivenName" : "Julia",
    "startDate" : "2024-05-06T07:31:02.381+0000",
    "transactionId" : "64f6b839b25e4f06c48b1d6e68d4ad9c"
  },
  "time" : "2024-05-06T09:31:19.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "79.142.247.246"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "a1318ef0-0b7a-11ef-b246-63780d501365"
}, {
  "id" : "a20532a0-0b7a-11ef-b246-63780d501365",
  "time" : "2024-05-06T09:31:20.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "anders.h.nordqvist@gmail.com"
  }, {
    "email" : "billy.ekholm@gmail.com"
  }, {
    "email" : "lellehannu68@gmail.com"
  }, {
    "email" : "haberler.oliver@gmail.com"
  } ]
}, {
  "id" : "f5900980-0bad-11ef-8cc8-893160660242",
  "time" : "2024-05-06T15:38:44.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "78.79.231.179"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Billy Robert Ekholm",
    "personNr" : "8105072758",
    "orgName" : "Bostadsrättsföreningen Solna Oxeln 5",
    "personSurname" : "Ekholm",
    "orgNr" : "7696061188",
    "personGivenName" : "Billy Robert",
    "email" : "billy.ekholm@gmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Billy Robert Ekholm",
    "orgName" : "Bostadsrättsföreningen Solna Oxeln 5",
    "personSurname" : "Ekholm",
    "orgNr" : "7696061188",
    "personGivenName" : "Billy Robert",
    "email" : "billy.ekholm@gmail.com"
  },
  "signingMetadata" : {
    "personNr" : "198105072758",
    "personSurname" : "EKHOLM",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIjE1NjdfQnJmX1NvbG5hX094ZWxuXzVfMjMwMTAxLTIzMTIzMV8xLTIiIApJRDogZjg5OGFjZjAtMGFhZC0xMWVmLTgxMGEtOWJjYTIzZDk3MzdhCkRhdHVtOiAyMDI0LTA1LTA1Cgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "0e2d7590-0bae-11ef-a16e-b59476063aa9",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiMTU2N19CcmZfU29sbmFfT3hlbG5fNV8yMzAxMDEtMjMxMjMxXzEtMl8yMDI0MDUwNTA3MDU1My5wZGYiCjczYjQgZmE5MSAxMzQxIDVjMmUgYTQ5MyAyZTQwIDFkNzcgODUyNyA2MzI3IGIzMjkgOTllYiA4MzhjIGZhNGYgMDU5NCA3YzM2IGI4YzYKLS0tLS0tLS0tLQ==",
    "personGivenName" : "BILLY ROBERT",
    "startDate" : "2024-05-06T13:39:26.466+0000",
    "transactionId" : "c2f403e0a731cb6272fb3e5a31e890db"
  },
  "time" : "2024-05-06T15:39:40.000+0200",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "78.79.231.179"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "167fbd20-0bae-11ef-8cc8-893160660242"
} ]
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Purpose

This document gives an introduction to the collection of reference documentation added to each
agreement signed using Egreement’s service. In case of agreement disputes, this documents and its
referrals should be used as a handbook on how to verify agreements.

Overview

Agreement and workflow basics are introduced in this document in order to be able to understand the
reference documentation.

Glossary

Term Description

Agreement File Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.

Agreement Creator User who creates the initial agreement and add
contracting parties.

API Application Programming interface

Audit Log The log of events associated with each agreement.

CMS Cryptographic Message Syntax

Container The file which holds the agreement including all

metadata such as audit log, documentation,
verification, Etc.

Contracting Party User who is to sign an agreement.

Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com

EID Electronic identity such as a certificate or online
identity of some kind.

Hash A cryptographic hash, see Signing
JSON JavaScript Object Notation

NTP Network Time Protocol

OCSP Online Certificate Status Protocol
PKCS Public Key Cryptography Standards



https://www.egreement.com



Term Description

PKI Public Key Infrastructure
PDF Portable Document Format from Adobe Systems
Signee When a contracting party has signed an

agreement, the party becomes a signee.

TBS To Be Signed. A textual representation of an
agreement.
Verification Page(s) appended to the end of the visible part of

the agreement, summarizing agreement
information, including a timeline.

XML Extensible Markup Language

Agreement Basics

An agreement has a number of artifacts that together form an agreement:

@greement

Agreement Name

Agreement ID

Agreement files Audit log

Attachment-1 Created
Attachment-2 User 1 viewed
Attachment-3 User 1 signed

User 2 viewed

User 2 signed

Figure 1. Agreement content

* Agreement name chosen by Agreement Creator.
* Agreement ID automatically generated by Egreement’s system.
* Files of different formats, such as text or images, that form the contractual part of the agreement.

* Audit log, created by the Egreement system, keeping records of all major events that have taken





place in the process of concluding the agreement.

» Reference documentation on how Egreement manages agreement creation, signing and conclusion.
This very document is the introduction and first part of the reference documentation.

Version Properties

The following properties apply for the current version of the agreement implementation:

» Agreement File hash algorithm: SHA-256
» Agreement File hash encoding: Hex string
 Reference documents:

o Overview

o Container Format

o Signing

o Validation

Workflow

The Egreement workflow contains a number of stages.

Create agreement - Start
Add agreement files - Upload attachments
Add contracting parties - Add people who are to sign the agreement

Signature creation - All contracting parties sign the agreement

S

Download - Agreement can be downloaded (optional)

Agreement Creation

When an agreement is to be created, the user chooses a name for the agreement and an ID is
automatically generated.

Agreement Files

An agreement file is a part of the agreement. The file can be of any format. If the file format can be
presented by the Egreement software, a visual representation will be shown to the contracting parties.





Contracting Parties

After the agreement has been set up, all contracting parties who should sign the agreement are added.

Signature Creation

The user should always sign the complete agreement including all attached files. Metadata which will
serve as proof of user consent to the agreement will be automatically added by the system, making the
agreement tamper-proof and self-contained. Each signee can choose from a set of signature methods.
The actual signature creation is handled differently depending on signing method.

In the signature workflow, a number of signees can individually sign the same agreement. The
aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing
is described in detail in Signing.

After the last signee has signed, the agreement will be concluded and therefore the process and
agreement files will be closed.

Download

It is possible to download an agreement from the system to store it offline. The downloaded agreement
is tamper-proof, as all parts of the agreement, including main file, attachments and all other artifacts,
are tied to every individual signee. Since this downloaded agreement is more than just a document, it
is referred to as a Container.

Egreement currently supports PDF as container-format which is described more in detail in Container
Format.

Logging
All actions associated with the agreement are stored in the audit log.
Dispute

In case of dispute about a signed agreement where the different signees disagree, the Validation
document describes the process how to verify the agreement’s validty.

Reference Documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.





Document name

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker
Swisscom AIS
Swisscom SRS

Cryptographic Message Syntax

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3
All-in Signing Service Reference Guide, v2.15
Integration Guide Smart Registration Service, v1.8

https://www.ietf.org/rfc/rfc2630
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Purpose

This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate
agreements concluded through the Egreement application. The document describes the content,
structure and semantics of the agreement container, required to understand in order to evaluate
agreements or settle possible disputes.

Overview

An agreement in the Egreement sense is not just a single document. Instead, an agreement is a
collection of different information artifacts concerning an agreement made between one or more
contracting parties. Artifacts can be the text on which agreement parties are to agree, individual
parties’ acceptance statements, or records of the events associated with the conclusion of the
agreement. In order to store this information in a secure and self-contained manner, a Container is
needed. The container is simply a file storing all the information needed in a structured and well-
defined way.

Generic Container Structure

The container includes the following artifact types:

* Agreement File - One or more documents, or other types of files (such as images), either uploaded
by the agreement creator or provided by the Egreement application, that togehter constitute the
agreement.

* Audit Log - A log, created by the Egreement system, with recordings of all major events that have
taken place in the process of concluding the agreement.

* Reference Documentation - Documentation how Egreement manages agreement creation, signing
and closing.

* Verification - An agreement summary, including a listing of included agreement files, signees and
an extract of the audit log.

PDF Container

The container format used by Egreement is PDF. All of the listed artifact types are stored as so called
attachments in the PDF container. The reason for adding agreement artifacts as attachments is that
this makes it possible to provide traceability throughout the complete signing process. In order for a
reader to easily be able to view the contents of the agreement, a selection of the attachments is
"mirrored" to the main (visible) part of the PDF.





@greement PDF Container

— il “

Agreement File 1
Agreement File 2
Visualization of Agreement File N
Agreement File 1-N
Reference Documentation 1
Reference Documentation 2
Reference Documentation N

Audit Log I

Verification I Verification I

Figure 1. Container Overview

Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is
recommended to use the official Adobe Acrobat Reader to view Egreement PDF
containers.

Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also
note that the description field holds the artifact type of the attachment.

@ Attachments X
@ B &
Name ~ Description Modified
5 01-CarContract.pdf Agreement File-456-5654-10  29/04/16 14:25:26
i‘ 02-Carlmage.jpg Agreement File-456-5654-12 29/04/16 14:25:27
) 03-CarSound.m4a Agreement File-456-5654-13  28/04/16 14:25:27
: 04-auditlog.json Audit Log 29/04/16 14:25:27
= 05-Overview.pdf Reference Documentation 29/04/16 14:25:27
= 06-ContainerFormat.pdf Reference Documentation 29/04/16 14:25:27
5 07-Signing.pdf Reference Documentation 29/04/16 14:25:27
= 08-Validation.pdf Reference Documentation 29/04/16 14:25:27
= 09-verification.pdf Verification 29/04/16 14:25:27

Figure 2. PDF Attachments





How to Validate

The container is a valid PDF agreement if it holds the artifacts defined above.

Container Content

Agreement File

Artifact type: Agreement file

Agreement files are the parts of the agreement which the agreement creator uploads or selects to be
included. These could be documents, forms, images or virtually any type of file. Furthermore,
agreement files can be divided into two categories, agreement files possible to visualize and non-
possible to visualize.

Agreement Files Possible to Visualize

Files possible to visualize, are added as attachments to the container just as all other artifact types, but
they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view
the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,
image-type files and text files.

Agreement Files Non-Possible to Visualize

Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,
though it is represented with name, size and hash of the file. These file types are typically technically
hard or impossible to create a visual representation of, e.g. a sound file or a video file.

How to Validate

To understand what has been agreed and to establish if there is a dispute or if the disagreement
between the contracting parties is actually covered by the agreement, please read and understand the
actual content of the agreement.

Audit Log

Artifact type: Audit log

The audit log attachment is a well-defined, JSON formatted, document presenting all the important
events that have occurred from when the agreement was created until the agreement was closed.
Refer to the "Workflow" chapter in Overview for more details.

The following audit log entry types are defined:





* Agreement Created

* Agreement Viewed

* Agreement Signed

* Agreement Rejected

* Agreement ExpireOn Changed

* Message Sent

The different log entry types are described in detail below.

Common Structures
All log entry types share common information that is included in every log entry logged.

Table 1. Common Attributes

Parameter name Parameter value example(s)  Description

time 2016-03-21T10:03:28.010+0000  Time when the entry was logged
as yyyy-MM-dd'T'HH:mm:ss.SSSZ.

id 540431, 1e8f69a4-07c1-11e8- An ID of this particular event

ba89-0ed5f89f718b (can either be a numeric long

value or Time based UUID).

event(lass agreement_created Name of the type, as listed
below.

eventld 10 Each type includes a set of IDs.

See respective log entry type
description for details.

userInfo See UserInfo Information about a user.

UserInfo

The UserInfo structure holds information about the user triggering an event, users being contracting
parties of an agreement as well as other users. Note that only a subset of the parameters is included,
depending on the situation where the UserInfo structure is used.

Table 2. UserInfo

Parameter name Parameter value example(s)  Description

ipAddress 212.94.55.131 The IP address of the user.

email Jjohn@example.org The user’s email address.

mobile +4670123456789 The user’s mobile phone
number.



https://en.wikipedia.org/wiki/Universally_unique_identifier



Parameter name

personNr

personName

personGivenName
personSurname

orgNr

orgName

AgreementFileInfo

Parameter value example(s)

19550505-1234 (Sweden),
220750-999Y (Finland)

John Smith

John
Smith

551234-1234

Acme AB

Description

The user’s personal identity
number.

The first and last name of the
user.

The first name of the user.
The last name of the user.

The organization number of the
organization on behalf of which
the user is operating.

The organization name of the
organization on behalf of which
the user is operating.

The AgreementFileInfo structure holds information about an agreement file, e.g. a PDF uploaded by the

user. See Agreement File.

Table 3. AgreementFileInfo

Parameter name

fileld

fileName

fileMimetype

fileSize

fileHash

How to Validate

Parameter value example(s)

6572354654, 75928ba0-2369-
11e8-b467-0ed5f89f718b

MyEmployeeAgreement.pdf

application/pdf
42253

3d7c514b...66b786a4

See Validation how to validate the entire audit log.

Agreement Created

Description

The system generated ID of the
agreement file (can either be a
numeric long value or Time
based UUID).

The user defined name of the
agreement file.

The agreement file mime type.

The size, in bytes, of the
agreement file.

The hash of the agreement file,
encoded as a hex string.

This event is logged when the agreement is created. This is always the first log entry for each
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agreement, i.e. no events can take place before this event has occurred.

* EventClass: agreement_created

 Eventld:

> 10: When a private user creates an agreement using the web application.

> 11: When a company user creates an agreement using the web application.

> 12: Agreement created using the APIL.

Table 4. Agreement Created Specific Information

Parameter name Parameter value example(s)

agreementName MyEmployeeAgreement

agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b

agreementVersion 1.18

agreementlocale sv_SE

signees List of UserInfo

agreementFiles List of AgreementFileInfo

How to Validate

Description

User specified name of the
agreement.

System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).

Version of the agreement
container format.

Locale of the agreement
container.

A listing of the signees defined
as parties in the agreement.

A listing of the agreement files
included in the agreement.

Validating this audit entry requires a number of steps all documented below.

EventTypeld Validation

Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.

Table 5. EventType effect on UserlInfo

Type How to validate UserInfo

10 orghr and orgName must not be set

1 personNr, orgNr and orgName must be set
12 orgNr and orgName must be set
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Agreement Metadata

All metadata parameters must be validated according to table below.

Table 6. Agreement Created Metadata Verification

Parameter name How to validate

agreementName Must be present

agreementId Must be present

agreementVersion Must be less than or equal to 1.16
agreementlocale If present, Must be a valid locale and container

verification page must be in this language
signees See Signees Validation

agreementFiles See Agreement File Validation

Agreement File Validation

Validate that all Agreement File are the correct ones, that they are included, and that there are no
additional files than the ones listed in the audit log.

Audit Log

Check all agreement files in this audit entry and verify that they all exist in the container. Do this by
identifying the attachment by the ID and name stated in the audit entry.

Attachments

Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and
make sure that they are all listed in the create agreement audit entry.

Check Hashsums

For each agreement file, compute the hash and check that the hash in the audit entry is correct.

Signees Validation

Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees
is equal to the number of Agreement Signed entries.

Agreement Viewed
This event is logged every time an agreement is viewed or downloaded.

» EventClass: agreement_viewed
e Eventld:

o 20: When a user views an agreement using the web application.





> 27: When a user views an agreement using a mail link.
o 22: When a user views an agreement by downloading it using the web application.

> 23: When a user views an agreement using a mail link that is protected using two-factor
authentication.

Agreement Viewed Specific Information

None

How to Validate

Check that time of entry is after Agreement Created.

Agreement Signed
This event is logged every time a user signs an agreement.

* EventClass: agreement_signed

* Eventld:
> 30: When a user signs the agreement, not being the last signee.
> 31: When a user signs the agreement as the last signee.

> 32: When a user tries to sign the agreement but signing fails.

Table 7. Agreement Signed Specific Information

Parameter name Parameter value example Description
signeelnfo See UserInfo Information about the signee.
signMetadata See SignMetadata Signing metadata produced in

the signing process.

Table 8. SignMetadata

Parameter name Parameter value example Description

signatureMethod bankid The ID of the signing method
used.

signature PD94bWwgdm...duYXR1lcmU+  The signature, base64 encoded.

The underlying format depends
on the signature method used.

ocspResponse MIIEXgoBAK...jks3yrAUVE The OCSP response message,
base64 encoded. This parameter
is only included for some signing
methods.





Parameter name Parameter value example Description

message MzJhMDYXN2FhYjRjOWZINzI1Zj The text shown to the signee
FINWJJNDQxM,;... before approving the signature
request. Text is NOT signed, just
kept for audit purposes.

tbs SSBzaWduOiAiQ29udHJhY3QiIA The text being signed by the
PJRDogNjdKkN2... signee using the signing method
encoded as base64. This
parameter is only included for
some signing methods and may
vary between signing methods
and localizations.

tbsHidden LSOtLSOtLSOtLQpDb250ZW500g Hidden additional text also
oKImJsdWUucG... being signed, base64 encoded.
This parameter is only included
for some signing methods.

How to Validate

Check that time of entry is after Agreement Created.

EventType Validation

Table 9. EventType effect on validation

Type How to act
30 Verify as described below.
31 Verify as describe below, and once done, check

that there are no more Agreement Signed entries
in the audit log.

TBS Validation

In case of an advanced or qualified signature methods, the TBS (including the hidden TBS where
applicable) will be stored as a part of SignMetadata.

For simple electronic signature methods, TBS validation is not applicable.

Signature Validation

Fetch the signature method pointed out by SigningMethod and verify the signature according to the
corresponding chapter in Signing

Signee Validation

The output from the Signature Validation should be validated according to table below.





Output type How to validate

Signature time If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.

User attributes Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.

TBS or hash of TBS If TBS validation applies, check that TBS and/or

tbsHidden matches the SignMetadata.

Hash algorithm If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.

Agreement Rejected
This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.

* EventClass: agreement_rejected
* Eventld:
o 40: Agreement rejected by user.
o 41: Agreement auto-rejected due to validity timeout.

o 42: Agreement withdrawn by agreement creator.

Agreement Rejected Specific Information

None

How to Validate

If one of these audit entries are found, the agreement is not a valid agreement.

Agreement ExpireOn Changed
This event is logged when the agreement expiry date is changed.

* EventClass: agreement_expire_on_changed
e Eventld:

o 80: Agreement expiry date changed by user.

Table 10. Agreement ExpireOn Changed Specific Information

10





Parameter name Parameter value example Description

agreementPreviousExpireOn 2016-03-21T10:03:28.010+0000  Time when agreement was

scheduled to expire as yyyy-Mm-
dd'T'HH:mm:ss.SSSZ.

agreementExpireOn 2016-03-31T10:03:28.010+0000  Time when agreement is

scheduled to expire as yyyy-Mm-
dd'T'HH:mm: ss.SSSZ.

How to Validate

Check that time of entry is after Agreement Created.

Message Sent

A message is logged each time the system sends a mail to parties involved in the agreement.

* EventClass: message_sent

* Eventld:

[

o

50:
51:

52

53:
54:
55:

56

57:
58:
60:

Message sent due to event IDs: 10-12

Message sent due to event ID: 30.

: Message sent due to event ID: 31.

Message sent due to event ID: 40.
Message sent due to event ID: 41.

Message sent when agreement is shared.

: Message sent when agreement sharing is cancelled.

Message sent when agreement validity is about to expire.
Message sent as a reminder of agreement creation.

Message sent due to event ID: 20-23.

Table 11. Message Sent Specific Information

Parameter name Parameter value example Description

sentTo

List of UserInfo A listing of the users to whom
the message is sent.

How to Validate

Check that time of entry is after Agreement Created.

11





Format

The audit log is included in the container as a JSON-formatted file.

Audit log example

[ {
"agreementId" : "160400034502",
"agreementName" : "Package patent",
"agreementVersion" : "1.16",

"agreementlocale": "sv_SE",
"agreementFiles" : [ {
"fileSize" : "722085",
"fileId" : "4081",
"fileHash" : "01e70b3f3d48df504119a912e171df2f2533a2a8bf73d052¢c004e27bf64671a0",
"fileMimetype" : "application/pdf",
"fileName" : "patent.pdf"
oA
"fileSize" : "180269",
"fileId" : "4082",
"fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec46",
"fileMimetype" : "image/png",
"fileName" : "figl.png"
1L
"signees" : [ {
"personNr" : "191111112222",

"personName" : "Alice A"

oA
"personNr" : "193333334444",
"personName" : "Bob B"

1L

"id" : 778333,

"time" : "2016-04-26T716:39:30.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

I

"event(Class" : "agreement_created",

"eventId" : 10

oA
"id" : 778334,

"time" : "2016-04-26T716:39:31.000+0000",
"eventId" : 50,

"event(Class" : "message_sent",
"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
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"ipAddress" : "1.2.3.4"

H

"sentTo" : [ {
"email" : "alice.a@eavtal.se",
"personName" : "Alice A"

Frp
"personName" : "Alice A",
"mobile" : "+4670123456789"

} ]

oA

"signingMethod" : "bankid",

"signeelnfo" : {
"personSurname" : "B",
"personNr" : "193333334444",
"personGivenName" : "Bob",
"personName" : "Bob B"

}

igningMetadata" : {

"ocspResponse” : "MII...z5Q==",

"startDate" : "2016-04-26716:39:32.000+0000",
"signatureMethod" : "bankid",

"signature" : "PD9...cmU+"

I

"id" : 778335,

"time" : "2016-04-26T16:39:43.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

I

"event(Class" : "agreement_signed",

"eventId" : 30

} ]

Reference Documentation

Artifact type: Reference documentation

Included in the container is also the reference documentation which documents the container format,
overview and details about signing and validation, Etc.

Table 12. Reference Documentation
Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.
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Document name

Container Format
Signing
Validation
BankidValidation
Telia Tunnistus

Nets eID Broker

Cryptographic Message Syntax

Verification

Artifact type: Verification

The verification page is included as an attachment in the container, and is also mirrored to the visible
part of the container PDF. The purpose of the verification is to provide the reader with a summary of
the content of the agreement, in combination with important events that have occurred during the
agreement creation and signing process. An overview of the contents of the verification is given below.

Basic Information

Includes the most basic, and always present, information of the agreement. See Agreement Created for

more details.

* Agreement ID
* Agreement name
* Agreement version

e Creation date

Agreement Files

Lists the different files that the agreement includes. This is primarily the documents uploaded by the

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3

https://www.ietf.org/rfc/rfc2630

user, which include agreement text and other data. See AgreementFileInfo for more details.

Each agreement file is listed with the following properties:

* Agreement file ID
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* Agreement file name
* Agreement file mime type
* Agreement file size

» Agreement file hash

Signees

Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed
with the following properties:

* Signee person number ID

* Signee name

» Signee sign date

Audit Log Extract

The verification ends with a summarizing extract from the audit log. It includes the most important
events and information from the audit log, whereas audit information that is of secondary importance
is filtered out.

Change Log

Agreement Version : 1.1

» Date of Change : 2017-02-28
* Logs

o Representation of agreement parts which are not possible to visualize are to include last
modified date along with the existing information (Name, Size, Hash).

o

Layout is also changed to display the additional information vertically.
o Agreement File section of Verification page to include last modified date & time.

o ToBeSigned (TBS) text is separated into two types(visible & hidden).

Agreement Version : 1.2

* Date of Change : 2017-03-15
* Logs
o File Title is included in non visible agreement parts.

- Removed file Hash information from Attest Page and included file title
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Agreement Version : 1.3

» Date of Change : 2017-06-21
* Logs

o New Signature Methods EMail signature & Email signature with OneTimePassword introduced

Agreement Version : 1.4

* Date of Change : 2018-02-01
* Logs
o Audit Events are allowed to have id as Long (number) or UUID

o New Signature Method Click signature introduced

Agreement Version : 1.5

* Date of Change : 2018-05-31
* Logs

> Norwegian BankID is introduced

Agreement Version : 1.6

* Date of Change : 2018-07-31
* Logs

o More information about signature added on attest page

Agreement Version : 1.7

* Date of Change : 2019-01-16
* Logs

o Draw signature image added on attest page

Agreement Version : 1.8

» Date of Change : 2019-02-01
* Logs

o Message Sent for viewed event added in auditlog.json
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Agreement Version : 1.9

» Date of Change : 2019-04-04
* Logs

o Agreement locale added for agreement created event in auditlog.json

Agreement Version : 1.10

* Date of Change : 2019-05-16
* Logs

- Enable rendering of txt files on visual part of the PDF.

Agreement Version : 1.11

* Date of Change : 2019-05-14
* Logs

o Agreement expire on changed event added in auditlog.json

Agreement Version : 1.12

* Date of Change : 2020-04-20
* Logs

o Localized signing method display text on attest page & in auditlog.json

Agreement Version : 1.13

» Date of Change : 2020-10-22
* Logs

o Finnish EID is introduced

Agreement Version : 1.14

* Date of Change : 2021-08-03
* Logs

o TBS explanation is extended
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Agreement Version : 1.15

* Date of Change : 2021-11-07
* Logs
o Norwegian BankID signing documentation is updated

> Norwegian BankID signing by the means of authentication is introduced

Agreement Version : 1.16

» Date of Change : 2022-04-30
* Logs

o Danish signing using MitID is introduced

Agreement Version : 1.17

* Date of Change : 2022-07-15
* Logs
o Watermark logo removed

o Verification page logo changed

Agreement Version : 1.18

* Date of Change : 2023-10-02
* Logs

o Qualified electronic signing using Swisscom Mobile ID is introduced

Agreement Version : 1.19

* Date of Change : 2024-04-17
* Logs
o Watermark logo added

o Verification page logo changed

Reference Documentation
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Document name

Overview

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker
Swisscom AIS
Swisscom SRS

Cryptographic Message Syntax

Description

Gives an overview of the Egreement agreement
function and links to the other documents.

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3
All-in Signing Service Reference Guide, v2.15
Integration Guide Smart Registration Service, v1.8

https://www.ietf.org/rfc/rfc2630
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Purpose

The purpose of this document is to provide deep knowledge of the signature process making it possible
to verify the signatures of agreements signed using the Egreement service.

Overview

This document describes how Egreement handles the signature process, from how to make all
agreement files tamper-proof, to how each Electronic ID (EID) provider implements its signatures.

System

For the agreement signatures to be trustworthy, it is important that a stable and high-quality system
protects the signing process.

All parts providing evidence for the signature, such as hardware, operating system and software, have
to be trusted.

Hardware

Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center
with high availability requirements, used by large banks and e-commerce companies.

Software

For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to
show when certain events occur and are an important evidence when validating an agreement.

The platform synchronizes its time over the standardized Network Time Protocol (NTP).

Electronic Signatures

An electronic signature is any electronic means that indicates that a person consents to the contents of
an electronic message. In the EU the eIDAS legislation regulate and defines three levels of such
signatures:

» Simple Electronic Signatures

» Advanced Electronic Signatures

* Qualified Electronic Signatures

These signatures are created using an electronic identity that has a certain security Level of Assurance





(LOA) also defined by eIDAS. The LOA describes the degree of confidence the identity was issued,
taking into account the enrollment process as well as protection of the authentication needed to use
the identity.

* Low - For example self-registration.
» Substantial - Providing and verifying identity information in a structured way.

* High - For example a requirement to have a physical meeting before issuing an identity.

Simple Electronic Signature (SES)

* Basic electronic signature with low assurance.
» Typically equivalent to a handwritten signature.

* Minimal identity verification required.

Is defined as "data in electronic form which is attached to or logically associated with other data in
electronic form and which is used by the signatory to sign".

Supported methods

* Draw Signature - A handwritten signature drawn on a digital canvas.

API Signature - A signature created by consuming the web service exposed by Egreement AB.

MitID low - Danish MitID on LOA level low

* Click Signature - A signature created by personalized link.

Advanced Electronic Signature (AES)

* is uniquely tied to the signatory,
* uniquely linked to and capable of identifying the signatory
* created in a way that allows the signatory to retain control

* linked to the document in a way that any subsequent change of the data is detectable.

Electronic signatures are usually based on PKI, such as the Swedish BankID and Norwegian BankID.

Supported methods

» Swedish BankID

* Norwegian BankID

* Finnish strong identification

* Danish MitID - MitID on LOA level substantial

» SMS Signature - A signature created by responding to an SMS with context specific content.





* Email Signature with OneTimePassword - A signature created by One Time Password (OTP) based
email service.

Qualified Electronic Signature (QES)

A qualified electronic signature is an advanced electronic signature which is additionally:

Highest Level of Assurance and trust.

created by a qualified signature creation device (QSCD)
* Requires a qualified digital certificate from a qualified trust service provider.
* Legal equivalence to a handwritten signature in many jurisdictions.
Supported methods

Electronic signatures based on PKI where the signature is the highest level of electronic signature
under eIDAS, providing the utmost trust, legal equivalence to handwritten signatures.

e Swisscom Mobile ID

Cryptography

Cryptography is a central part of many signature solutions, for example to provide tamper-proof
agreement files.

The following chapters introduce some concepts needed to understand cryptography based signatures.

Cryptographic Hash Functions

A cryptographic hash function is any function that can be used to map data of arbitrary size to data of
fixed size where it is practically impossible to find two pieces of input that produces the same hash
value. It is a one way transformation that produces the same result every time. The result is called a
hash and since it is a one way function, it is not possible to re-create the input behind a hash.

Examples on hash functions are:

* SHA.2
* RIPEMD
* Whirlpool

Asymmetric Encryption

In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric





encryption. The difference between them is that the symmetric encryption uses one single key for both
encryption and decryption, while asymmetric uses one key for encryption and another for decryption.
The fact that there are two keys can also be used for creating signatures and serves as a base for many
types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure
(PKD).

Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only
key that can decrypt the crypto text is the other key belonging to the pair. One key is private and
should not be shared with anyone, the other is public and is used to verify signatures created with the
private key.

Examples on asymmetric keys are:

* RSA
* DSA

Digital Signatures

When signing using asymmetric keys, the signature result is called a raw signature and is just a binary
blob of a specific size, without any information at all. In order for the signature to be used in a
distributed environment, there is a need to add information on who signed the blob, what was signed
and so on.

The combination of metadata and the raw signature is called a digital signature. Some information is
optional:

« Signature time

X.509 Signature Certificate

X.509 CA Certificates (who issued the X.509 Signature Certificate)
 Signature text (TBS)

* Hash algorithms used

 Signature algorithm used

* The raw signature
Examples on digital signature formats are:

* CadES/CMS/PKCS#7
* XAdES

Signing

To sign an agreement a number of actions need to be executed:





* Create text representation of agreement

* Create digital signature

Create text representation

For advanced electronic signatures, where the agreement contents is logically tied to the created
signature, the text needs to be prepared in order to suit the signing method used. The textual
representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text
that is to be digitally signed. For the whole agreement to be tamper-proof, the agreement metadata
with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.
It is not possible to sign the actual agreements, since there is a risk that the agreement files are too
large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and
create a representation of it.

For non-advanced signatures, where the agreement contents is not directly tied to the signature, the
above preparation is normally not needed.

Digital signature clients allow us to send two different types of TBS. They are:

* Visible TBS
* Hidden TBS - Swedish BankID only

Visible TBS

TBS text that is exposed to the signatories by the digital signature clients. General information about
the Agreement is supplied to digital signature clients as a visible TBS. As the TBS will be different
between signing clients and also have different localizations it will be saved together with the digital
signature. In cases where hidden TBS is not supported, the visible TBS will contain information that
otherwise would be in the hidden TBS. Where the TBS has length restrictions due to technical reasons,
the hash may be base64 encoded (trailing = characters being omitted) and the hash may be calculated
as if the ordered agreement files were a single file.

Example

I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016

Hidden TBS

TBS text that is hidden from the signatories by the digital signature clients. Agreement content is
reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients
as a hidden TBS. This is currently only supported for Swedish BankID.





Example

Content:

"Contract"
1103 b497 984e 433c 38d4 fdef 775 33ad Ocef 8cB7 9995 5b37 7c8e eddf 66f7 de73

"Codes of conduct"
2c¢f9 688d c483 2085 1f12 6120 9001 58b2 ab2e 62b1 afd5 acch ebbb 5134 c7a4 90f2

Create Digital Signature

For advanced electronic signatures, the cryptographic signature is created by applying the private key
from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset
is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods
describes all methods supported.

For non-advanced signatures, signature creation will vary depending on the method.

Signature Methods

Currently, the following signing methods are supported:

» Swedish BankID (advanced electronic signature)

* Norwegian BankID (advanced electronic signature and authentication)
* Finnish strong identification

* Danish MitID

» Swisscom Mobile ID (qualified electronic signature)

* Draw Signature

* API Signature

* SMS Signature

* Email Signature with OneTimePassword

* Click Signature

These are described in detail below.





Swedish BankID

Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is
owned by a number of large swedish banks.

It is a PKI based solution with support for file based tokens as well as smart cards, supported on a
number of platforms for desktop and mobile.

Signature format

The BanKkID client produces an XML Digital Signature as specified in BankID Signature profile.

Audit log

Each signature transaction provides information used in user interface and audit logging:

* personNr - In the form of a Swedish personal identity number.
* personSurname - Surname in capital letters.

* personGivenName - Given name in capital letters.

* startDate - Date when signing was started.

* signatureMethod - Will be bankid or bankid-otherunit.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed, base64 encoded.

* tbsHidden - Hidden data being signed, base64 encoded.

How to validate
Validate the signature according to BankID Signature profile.
Output from validation to provide to Signee Validation in Container Format is:

» User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the
signature.

» Hashed TBS.
* TBS Hash algorithm.

Norwegian BankID - advanced electronic signature

Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.

It is a PKI based solution that uses a one time password in combination with a personal password,





supported on a number of platforms for desktop and mobile.

Signature format

The BankID client produces a detached PKCS#7/CMS signature as specified in Cryptographic Message
Syntax, where the detached data being signed is the TBS.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

* signatureAction - Will be signature.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed in the detached PKCS#7 signature, base64 encoded.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

» User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7
signature.

 Hashed TBS

* Hash algorithm

Norwegian BankID - authentication

Authentication based signing is also provided by the means of Norwegian BankID.





Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

 personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

* signatureAction - Will be authentication.

* transactionld - Transaction ID from backend system.

How to validate

As an authentication alone does not digitally sign the agreement content, the person details such as
given name, surname and date of birth must be compared with the requested signee.

Finnish strong identification

Strong identification broker services are provided by Telia Finland for banks and mobile operators in
the Finnish Trust Network ("FTN").

Identity format
Telia produces a signed JWT which contains information about the person.

Table 1. Signed Attributes

Attribute Name Attribute Value

urn:oid:1.2.246.21 Social security number / personal identity code /
HeTu - henkil6tunnus

urn:0id:2.16.840.1.113730.3.1.241 Full name

urn:oid:2.5.4.4 Surname

urn:oid:1.2.246.575.1.14 Given name

More information can be found in Telia Tunnistus.





Audit log
Each signature transaction provides information used in user interface and audit logging:

* personNr - Finnish personal identity code.

* personSurname - Surname

* personGivenName - Given name

* startDate - Date when signing was started.

* signatureMethod - Will be eid-fi.

* transactionld - Transaction ID from backend system.

* signature - Signed JWT (from Telia).

publicKey - Public key (JWK) for the signed JWT (from Telia).

How to validate

The signed JWT can be verified using the public key.

Danish MitID

Danish MitID signing is utilizing Transaction Signing from Nets eID Broker.

Signature format

The signature flow for Danish MitID is performed as a text followed by end-user authentication, so
there is no signature produced. Thus a signature format does not exist.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Danish personal identity number.

* personName - Full name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be one of: mitid-low, mitid-substantial or mitid-high.

o The method mitid-<LOA> specifies what Level of Assurance (LOA) that was requested when
initiating the signature.

* signatureAction - Will be authentication.

* transactionld - Transaction ID from backend system.
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* tbs - Data that was shown to user before authenticating, base64 encoded.

More information can be found in Danish MitID.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. In case of dispute, contact the EID provider, Nets, to validate the
entries in the audit log.

Swisscom Mobile ID

Swisscom Mobile ID is a qualified electronic signature method provided by Swisscom Trust Services.

It is a PKI based solution that uses a smartphone application to authenticate signees. After successful
authentication a short lived certificate is issued that is used to produce a Qualified Electronic
Signature.

Signature format

Swisscom Trust Services produces a detached CMS signature as specified in Cryptographic Message
Syntax, where the detached data being signed is the tbsHidden and message is the message shown to
the user in the Mobile ID client.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no used to trigger the signee’s authentication of the signature.

* personName - Full name.

* personSurname - Surname.

* personGivenName - Given name.

* personSerialNumber - Swisscom evidenceld.

* startDate - Date when signing was started.

* signatureMethod - Will be swisscom-qes.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* message - Message shown in the Mobile ID client when user approves the signature, base64
encoded.

 tbsHidden - Data signed in the detached CMS signature, base64 encoded.
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More information can be found in Swisscom AIS and Swisscom SRS.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

 User Attributes of the signer certificate in the element SignedData certificates in the CMS signature.
* Hashed TBS

* Hash algorithm

Draw Signature

The draw signature signing method is an electronic counterpart to traditional handwritten signatures.
Using draw signature, the end user draws a signature on a web canvas. The signing method is not
classified as an advanced electronic signature in that it does not tie the user to the contents signed and
does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic
signatures are not required.

Signature format

The signature is represented as an SVG/PNG image.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be draw-signature.

* signature - The SVG or PNG image, base64 encoded.

 signatureContentType - The content type of signature eg. image/svg, image/png.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. Also, as the case of traditional handwritten signatures where
there are no formal requirements placed, ocular comparison does not add to trustworthiness.
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API Signature

The API Signature is an electronic signature which is done by consuming the web service exposed by
Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web
service. Using this method, user can also send the timestamp of actual time when the sign event took
place. This signing method is not classified as an advanced electronic signature in that it does not tie
the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in
use cases where advanced electronic signatures are not required.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - In the form of a swedish personal number.

e personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be api-signature.

* signedOn - Time at which the agreement was actually signed (stated by user)

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature.

SMS Signature

SMS Signature is an electronic signature created by responding to an SMS with context specific
content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered
mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP
Number is generated by TOTP algorithm by hashing the current time along with the agreement
information. OTP can be regenerated and verified by the same logic provided the given time &
agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no of the signee.
* timestamp - Date when signing was started.

» agreementName - Name of the agreeement.
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 signatureMethod - Will be sms-signature.
e OTP - One Time Password.
How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, mobile, timestamp).

HASHLG : Use SHA-256 algorithm to generate hash of the given input.

* hash (array): HASHLG( agreementName + mobile + timestamp)

random (function): hash[ ${param1} ] & ${param2} << ${param3}

otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Email Signature with OneTimePassword

Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)
based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to
the registered email address of the signee. The Signee has to submit the OTP in order to sign the
agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with
the agreement information. OTP can be regenerated and verified by the same logic, provided the given
time & agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.

* timestamp - Date when signing was started.

» agreementName - Name of the agreeement.

* signatureMethod - Will be email-signature.

¢ OTP - One Time Password.

14





How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, email, timestamp).
* HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + email + timestamp)
* random (function): hash[ ${param1} ] & ${param2} << ${param3}
* otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Click Signature

Click signature is an electronic signature created by using a personalized link. The personalized link
can be shared by email or directly in an integrated application. When the signee visits the link, it will
take him to the agreement review page where he can click the sign button to sign the agreement.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.
* timestamp - Date when signing was started.

* signatureMethod - Will be click-signature.

How to validate

Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has
to keep the link secret.

Reference documentation
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Purpose

Agreements might need validation in case of disputes where one or more contracting parties renounce
that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s
service is self-contained, tamper-proof and legally binding, validating the agreement can be enough to
settle legal disputes. This document describes all the steps needed to validate the agreement.

Overview

Validating an agreement is quite a complicated process requiring technical skills or software. The
agreement is stored as a PDF container where any proof of the validity of the agreement is contained
inside the actual container. The process spans from controlling the actual agreement content to
validating the Public Key Infrastructure (PKI) signature status.

The parts that should be validated and covered by this and other references documents are:

e Container validation
* Agreement content

* Retracing signature steps

Container Validation

Verify that the container is an agreement PDF container. See the "Container Content" chapter in
Container Format.

Agreement Content

Read and validate all parts of the agreement attached to the container. See "PDF Container" Container
Format how to locate all files of the agreement.

Retracing Signature Steps

The audit log is a list of entries holding all actions associated with the agreement, from creating the
agreement to the last signee signing the agreement. The list is sorted by the time each action was
logged.

Audit Log Validation Process

Validate each audit entry in the log according to the "How to validate" section of each specific audit
entry type chapter. The audit entry types are described in detail in Container Format, where each





entry type is described in a separate chapter.

If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is
considered invalid.

If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is
important to establish if the agreement is considered invalid because someone has tampered with it, or

if there are errors in the tools or in the documentation?

References
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